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ABSTRACT

Algorithmic stability is an established tool for analyzing
generalization. While adversarial training enhances model
robustness, it often suffers from robust overfitting and an
enlarged generalization gap. Recent work has established
the convergence of adversarial training in decentralized net-
works, but its generalization properties remain unexplored.
This work presents a stability-based generalization analysis
of adversarial training under the diffusion strategy for convex
losses. We derive a bound showing that the generalization
error grows with both the adversarial perturbation strength
and the number of training steps, a finding consistent with
the single-agent case but novel for decentralized settings.
Numerical experiments on logistic regression validate these
theoretical predictions.

Index Terms— generalization, stability, adversarial train-
ing, distributed learning

1. INTRODUCTION

Machine learning algorithms are designed to fit the training
data, as well as generalize to unseen samples, which marks an
important distinction between machine learning and a purely
optimization-based viewpoint. The difference between em-
pirical and population performance, known as the generaliza-
tion gap, is a central topic in statistical learning theory [1}2].

One framework for understanding generalization is algo-
rithmic stability, which relates the sensitivity of an algorithm
to perturbations in the training set to its generalization be-
havior [3]]. Stable algorithms exhibit small changes in their
outputs when a single training example is modified, and this
property directly yields generalization bounds.

Adversarial training has emerged as an effective method
for enhancing robustness against adversarial examples [4,[5].
However, robust training often suffers from robust overfitting,
where the generalization gap becomes larger than in standard
training [6}[7]. Stability-based analyses have shown that ad-
versarial perturbations degrade stability and enlarge general-
ization bounds, with the deterioration scaling both with the
perturbation radius and the number of training steps [§]].
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In parallel, diffusion-based algorithms have become a
popular strategy for decentralized learning due to their scal-
ability and communication efficiency [9]]. Recent work has
extended generalization analysis to distributed learning in the
clean (non-adversarial) case [[10]. While adversarial diffu-
sion training was introduced in [11]] for distributed setting, its
generalization behavior remains unexplored.

In this work, we address this gap by providing a gener-
alization analysis for adversarial training under distributed
strategies. While our analysis is restricted to convex loss
functions due to space limitations, it offers crucial insights
into the problem. Our specific contributions are:

1. We derive a stability-based generalization bound for
adversarial diffusion training under convex losses. By
proving that the algorithm satisfies uniform stability,
we show its generalization error grows with the pertur-
bation strength ¢ and the number of iterations 7. Our
analysis provides a unifying framework, as our bounds
seamlessly reduce to known results for single-agent ad-
versarial training [8]] and decentralized standard train-
ing [[10] in their respective limits.

2. We combine this stability result with existing opti-
mization guarantees [11]] to characterize the trade-off
between optimization and generalization, suggesting
practical strategies such as early stopping.

3. We illustrate our theoretical predictions through numer-
ical experiments on logistic regression, confirming the
dependence on € and T'. Furthermore, our experiments
provide new empirical evidence on the influence of net-
work topology.

2. PROBLEM SETTING

In decentralized learning, multiple agents collaborate to opti-
mize a global objective without centralizing their data. This
setup provides benefits in terms of scalability and privacy.
When agents are exposed to adversarial perturbations, quan-
tifying how these perturbations affect generalization is essen-
tial and underexplored. In this work, we formalize this sce-
nario.

We consider a network of K agents connected by a graph
topology. The topology is characterized by a doubly stochas-



tic combination matrix A = [ag], where ag, > 0, and the
entries in each column sum to one. Moreover, for any two
agents k and 4, if ag,, > 0, there exists a communication link
from ¢ to k.

Each agent k observes independent samples of random
variables (x,y) drawn from a local distribution Dy. Here
x plays the role of a feature vector and y plays the role of
a label. For a convex loss function Qg (w;x,y), the robust
local risk is defined as

Rk(w) £ E(m,y)NDk ?éaAX Qk(w7 T+ 57 y) ; (1)

where A, = {0 : ||§]| < €} represents the set of admissible
adversarial perturbations. The inner maximization models
worst-case perturbations within a radius €, enabling each
agent to train robustly against adversarial examples. The
global robust risk aggregates the local risks as

K
R(w) £ Z 7 Ri (w), w* £ argmin R(w).  (2)
h—1 weRM

using weight coefficients 73, > 0 that satisfy Zszl T = 1.

In practice, the distributions {Dj, } are unknown, and each
agent only has access to a finite dataset
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Each agent is then associated with the following local empir-
ical robust risk

N
1
Ry (w) 2 N > max Qr(wi ki +0,Yki), (4
i=1 €

leading to the global empirical objective

K
Rs(w) = Z T R (w), @ £ argmin Rg(w). (5)
k=1 w

In this work, we focus on using the adversarial diffusion strat-
egy [[11]] to solve ([S_I) For simplicity we assume that the inner
maximization in Ry (w) has a unique solution, ensuring the
adversarial loss

ge(w;z,y) & max Qg (w; x +3,y) ©6)

is differentiable. This property holds for common loss func-
tions, such as logistic regression under typical perturbation
sets, as illustrated in [11]]. Agents then update via the adapt-
then-combine (ATC) diffusion recursion:

Okn = Wen—1 — UnVOk(Wkn—15 Thon, Yen)s ()

W = Z ek Do, (8)
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with step-size j, > 0. This recursion incorporates neighbor
information while adapting to local observations. For each
agent k after 7T iterations, the algorithm outputs

Fi.(S) & wyr )

The quality of the learned solution is measured by the ex-
pected excess risk

Ers[R(Fi(5)) — R(w")] < Eps[R(Fi(S)) — Rs(Fi(5))]

+Ers[Rs(Fr(S)) — Rs(w)],

€opt

(10)

where the expectation is taken over both the randomness of
the data and the algorithm’s internal stochasticity. The term
€gen quantifies the generalization gap between empirical and
population performance, and ¢, captures suboptimality due
to decentralized optimization. While €, has been studied
extensively in prior work [11]], our focus is on bounding €gen
via algorithmic stability, which we address next.

3. STABILITY ANALYSIS

We now analyze the stability of the adversarial diffusion
strategy ([7)—(8) under convex losses to establish a stability-
based generalization bound. Our approach follows a four-step
recipe: (i) assume smoothness of local losses @y, (ii) derive
approximate Lipschitz properties of the adversarial objective
gk, (iii) relate stability to generalization via average model
stability, and (iv) show that the adversarial diffusion recursion
satisfies stability condition.

We adopt standard smoothness assumptions, which are
commonly used in the context of decentralized learning and
adversarial training [3}/8H13].

Assumption 1 (Smooth loss functions). For any data point
(z,y) and any two model parameters w,w', the loss function

Q. (w; z, y) satisfies:
1Qk(w; 2, y) — Qrw';2,y)|| < Luflw—w'|, (A1)

IVwQ(w; 2, y) = VuQr(w'; 2,y) || < Ly [w—w"]|, (12)
vaQk(w;xay) —Vka(w;a:’,y)H < sz\\$—$’||~ (13)
O

These conditions make the loss well-behaved; they hold for
many convex models [8}/11]].

Consider the adversarial loss defined in @, then gj, inher-
its the convexity and smoothness properties from QJ up to a
perturbation-dependent term [8}|11]].

Lemma 1 (Convexity of adversarial loss). If Qi (w;x,y) is
convex in w, then gi(w; x,y) is also convex in w. O



Lemma 2 (Lipschitz properties of adversarial loss). Let
Qy, satisfy Assumption[I| Then, for all wy,ws and any (z,y),
it holds that:

llgr (wis2,y) — gr(wo; 2, y) || <Lyllwy —wz|.  (14)

IV gi(wi;z,y) — Vgr(we; 2, y)|| <Luww|wi — wsl|
4 2L me. (15)

O

The additive term proportional to e in (T3] captures the sen-
sitivity introduced by adversarial perturbations. We adopt the
notion of on-average model stability [[14] to connect algorith-
mic stability to generalization.

Definition 1 (On-average model stability). Let S and S be
two independent datasets as defined in , and let SU9) de-
note S with the i-th sample of agent j replaced by its coun-
terpart in S. For agent k a randomized algorithm F}, is on-
average 7)-stable if

1 N g
= 3D IRS) — FS)| < (16)

j=1i=1

ES,S,F

O

Intuitively, this notion captures the idea that a stable algo-
rithm should not change its output significantly when a single
sample is modified. The smaller the parameter 7, the less sen-
sitive the algorithm is to individual data points, which in turn
according to below lemma implies better generalization.

Lemma 3 (Generalization via stability [14])). If F} is on-
average n-stable and is satisfied, then

|Er,s[R(Fi(S)) — Rs(Fi(9))]| < Lun. (17)
O

Hence, to bound generalization, it suffices to bound the on-
average stability of the adversarial diffusion algorithm.
Recall that the adaptation step is

Gmg(w) =w — puVyug(w;z,y). (18)

A key property to guarantee stability is the non-expansiveness
of the adaptation step: the distance between two iterates
w1, wo remains controlled under G, ;. It is well-known that
SGD is non-expansive under the assumed Lipschitz condi-
tions [3]] and similarly adversarial updates are approximately
non-expansive up to a perturbation-dependent term [8]]:

Lemma 4 (Adversarial adaptation update). Under Lem-
mas if W < 1/ Ly, then for any wy, ws, it holds that,

||Gu,9(w1) - Gu,g(w2)|| < lwr — wall + 2uLyge. (19)
O

This lemma implies that the adversarial adaptation step ap-
proximately preserves stability up to a controlled additive er-
ror proportional to e.

Theorem 1 (Generalization bound for adversarial diffu-
sion training). Consider K agents, each with N training
samples, running the adversarial diffusion algorithm in (7)-
@) with step-sizes p, < 1/Lyyy. let Fi,(S) = wy r be the
model parameter of agent k after T iterations, then under as-
sumption [I| and Lemmas [3| and | it holds for every agent k
that

T

RS RS < 28 Buwe+ 15 ) D i

(20)

O

This bound highlights two sources of generalization error: (i)

the adversarial perturbation bounded b}} €, and (ii) the cumu-

lative effect of training iterations in > _, f,,. In the special
case of a fixed step size u,, = p, the bound simplifies to

[E[R(Fi(S)) = Rs(Fi(S))l| < 2LouuT (LM“L I?;V) ’

21
making the dependence on training duration 7" explicit. This
result generalizes prior findings in single-agent adversarial
training [8]] and distributed training without perturbations [[10]
to the adversarial diffusion setting.

4. OPTIMIZATION-GENERALIZATION
TRADE-OFF

As shown in (I0), the performance of a learning algorithm is
captured by the expected excess risk, which reflects both opti-
mization and generalization errors. We analyze this trade-off
for decentralized adversarial training by combining our gen-
eralization results with optimization guarantees. Theorem
implies that for a constant step-size u

€gen = O <uT (e + K1N>> (22)

while for the optimization error, the convergence analysis in
[L1] yields:

1
%moaﬁ)+ow> @3)

Combining these bounds gives the overall excess risk:
1
HM&@M—RWW=OQJG+KND

+0 (1> +O0 (). 24
wl

This expression encapsulates the core trade-off in decen-
tralized adversarial training. The O(euT') term represents
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Fig. 1: Robust generalization gap for different communica-
tion graphs.

the price of robustness, which grows with both the step
size and the number of training iterations. The competing
O(uT/KN) and O(1/uT) terms demonstrate the funda-
mental optimization-generalization trade-off: longer training
improves optimization but harms generalization, an effect
mitigated by the total data size K’ N. The O(u) term reflects
the asymptotic noise controlled by the step size.

This analysis yields design guidelines: early stopping is
necessary to halt training before generalization error domi-
nates; a decaying step-size is useful to balance convergence
speed with final error; and collaboration across the network
which implicitly increases N, directly improves generaliza-
tion by allowing more training without overfitting.

5. COMPUTER SIMULATIONS

We illustrate the theoretical predictions of Theorem I|through
logistic regression experiments, a convex setting aligned with
our assumptions yet challenging under adversarial training.

To illustrate the generalization error, we consider a net-
work of K = 10 agents, each with a local dataset Sy of
N = 10 samples. The robust local risk at agent & is

— —y(:c+5)Tw
Ry (w) E[”r?”a; In(1+e )}, (25)

whose inner maximization under an f5-norm constraint ad-
mits the closed-form solution via the fast gradient method
(FGM) [12,{15]):
§* = —ey . (26)
[[w]

Synthetic data is generated following [10]. Each sam-
ple has a label y € {—1, 1} (uniformly assigned) and a fea-
ture vector z € R?%0 drawn from N(1,1) fory = 1 and
N(—1,1) for y = —1, with label flips at probability 0.1 to
avoid linear separability.

We implement the adversarial diffusion algorithm (7)—(8)
with step-size © = 0.03 and evaluate the robust generaliza-
tion gap over 15 trials. To study connectivity effects, we test
four topologies: (1) Complete graph (ag, = 1/K), (2) Iso-
lated agents (A = I), (3) Circular graph (ag = 1/3 for self
and neighbors), and (4) Star-like graph (ax; = 0.95, 0.05 for
neighbors).

Figure [I] shows the robust generalization gap across
topologies as the perturbation radius ¢ and the number of
training iterations 7 vary. Results confirm Theorem [T} the
gap increases with ¢ and with 7.

The experimental results also reveal the influence of net-
work topology. While trends with € and 71" are almost con-
sistent, the magnitude of the generalization gap depends on
the communication graph: well-connected (complete) graphs
achieve lower gaps than sparsely isolated agents. Incorporat-
ing network connectivity into theoretical bounds is a promis-
ing direction for future work.

6. CONCLUSION

We analyzed the generalization performance of decentralized
adversarial training via algorithmic stability, deriving a bound
for convex loss functions over arbitrary graphs. Our results
reveal a fundamental trade-off between optimization and gen-
eralization. Experiments with logistic regression corroborate
the bound, showing that the generalization error increases
with perturbation radius and training time, varying by graph
structure. Although we focused on the convex setting to
maintain theoretical rigor, this work establishes a foundation
for future inquiry into non-convex objectives and the role of
graph design in mitigating robust overfitting.
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